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1 Introduction

This guide outlines the best practices and requirements for deploying Nitro PDF Pro for Windows. These
settings can be customized to fit the specific needs and preferences of individual customers.

To meet the diverse license management and deployment needs of various organizations, Nitro PDF Pro
offers multiple installation options. This Installation Guide is specific to the Nitro Licensing System (NLS)
licensing model. This guide provides detailed information on installation options and how to handle
scenarios such as advanced integrations or installations in non-standard environments.

This document is intended for System/Application Administrators to guide the deployment and
configuration of Nitro PDF Pro in an enterprise environment.

If further assistance is needed, please see Section 8 for additional support resources.

2  System Requirements

e Operating System (Desktops): Windows 11 (64bit) and Windows 10 (64bit) version 1809 or
later
Servers: Microsoft Windows Server 2016 (64bit) and 2019 (64bit)
Processor: 1.5 GHz or faster
RAM: 1GB
Available Hard Disk Space: 4.5GB
Display Screen Resolution: 1024x768
Microsoft Office Integrated Features: MS Office 2013 (32bit or 64bit), MS Office 2016 (32bit
or 64bit), Microsoft Office 2019 (32bit or 64bit)
Video Hardware Acceleration: Optional
e iManage: To support iManage integration:
o server: iManage 10.2 and newer (cloud or on-premises)
o client: iManage Work Desktop for Windows 10.5 and newer

Please check the page for the latest Nitro PDF Pro system requirement updates.

3 Installing Nitro PDF Pro 14 (for Windows) - NLS Version

Nitro offers different licensing methods for its software. This guide is specifically for the Nitro Licensing
System (NLS) version of Nitro PDF Pro which is installed using a MSI (Microsoft Installer) deployment
package and activated via an online license management portal. (No license file or serial number is
needed to activate NLS installations.)

Before you install the NLS version of Nitro PDF Pro, make sure your organization is using the NLS licensing
model. You will not be able to activate Nitro PDF Pro if there is a mismatch between the installer type and
licensing model.

If you are unsure which licensing model your organization uses, please contact
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3.1 Nitro PDF Pro 14 (for Windows) Installers (NLS)

Nitro PDF Pro 14 can be installed on individual computers or deployed to multiple computers without any
user interaction using a software deployment application or Group Policy.

MSI packages are widely used for software installation on Windows operating systems. The Nitro PDF Pro
MSI deployment package is specifically designed for enterprise environments, where applications are
deployed across the entire organization. To accommodate a large user base and comply with common
security policies, some front-end options have been disabled.

The latest NLS version of Nitro PDF Pro 14 (for Windows) can be downloaded at:
https://www.gonitro.com/installers/nls/v14/msi/download.

3.1.1 Default Settings
The following features are enabled in Nitro PDF Pro 14 (for Windows) by default:

Nitro PDF Pro desktop shortcut

Microsoft Office (Word, Excel, PowerPoint, Outlook) add-in

Nitro PDF Pro printer driver (required for creating documents)

Integration with Nitro Sign (eSigning)

Crash reporting and hang detection

Integrations with supported Document Management Systems (DMS), including
Box, Dropbox, OneDrive, and SharePoint Online.

e Nitro Knowledge Assistant

3.2 Installation Methods

To install Nitro PDF Pro 14, you have multiple options to choose from depending on your preferred method
and technical expertise. Below are the three ways to install the software:

1. Manual /Basic Installation: Run the MSI file and follow the installation wizard
prompts.

2. Command-Line: Use the command line or a script to run the msiexec
command.

3. Software Package: Deploy via a software package like Microsoft System Center
Configuration Manager (SCCM) or Intune.

We recommend installing Nitro PDF Pro 14 using the default settings. However, it is possible to customize
these settings by creating a custom MST file using the Nitro Deployment Utility or an MSl-editing tool like
Orca. For more details on creating an MST file, please refer to Section 3.3 of this guide.

This guide also includes information on installing Nitro PDF Pro in other environments, such as Virtual

Desktop Infrastructure (VDI) or Hosted Desktops, deploying via Microsoft App-V, and installing OCR
language package add-ons.
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3.2.1 Manual / Basic Installation (Default Settings)

Nitro PDF Pro 14 can be installed on a Windows-based computer that meets the prerequisites by simply
starting the MSI installation file with a double click. This method is typically recommended when installing
on individual workstations.

1. Download the Nitro PDF Pro 14 installer.

2. Close all Microsoft Office applications (Word, Excel, PowerPoint, Outlook).

3. Run the downloaded package 8 Nitro PDF Pro Setup - X
with elevated privileges. (Run as
an Administrator if your user
account does not have
installation rights.)

Configuration Options

Select your preferred options and then press Install g n , ".TO

Install Nitro PDF Pro to:

4. Follow the prompts presented by Ic:\Program Files\itro\PDF Pro\14\ =l
the installer.

m Install Nitro PDF Pro add-in for Microsoft Word, Excel, PowerPoint, and
. . . Outlook
5. Select the installation location.

The default (recommended)
location is C: \Program
Files\Nitro\PDF Pro\14\. By dicking 'Install' I agree to the Terms & Conditions

By dicking 'Install' I agree to the Privacy Policy

Language: English v

6. Leave the box checked to install
the Microsoft Office add-ins for @instal Cancel

Word, Excel, PowerPoint, and
Outlook.

7. Select the desired application language from the drop-down. English is the default language, but
Nitro PDF Pro is also available in German, French, Spanish, Dutch, and Italian. (The application
language can also be changed post-installation. See Section 7.1 for details.)

8. Click Install to begin the installation process.

9. Please wait for the installation of Nitro PDF Pro to complete, then click Finish.
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3.2.2 Installing on Multiple Workstations Using Command-Line (Default Settings)

Nitro PDF Pro 14 can be deployed on one or more workstations (without any user interaction) using a
command-line script.

The steps to install Nitro PDF Pro with the default settings using the command-line prompt are detailed
below:

1. Download the (MSI package).

2. Deploy the Nitro PDF Pro package by executing the following command-line script:
msiexec /i “Path-to-Installation-File” /agn

Example:
msiexec /i “C:\Users\jsmith\FolderName\nitro prol4 x64.msi” /gn

¢ “msiexec” is the Windows Installer command-line utility.

e “/i" specifies that you want to install the package.

e "C:\Users\jsmith\FolderName\nitro prol4 x64.msi" isthe path
to the MSl installer file.

e “/qgn” specifies a quiet installation with no user interface.

More information about command-line options can be found

3.2.3 Installing on Multiple Workstations Using a Software Package (Default Settings)

Nitro PDF Pro 14 can be deployed on one or more workstations (without any user interaction) using a
software deployment solution such as SCCM or Intune. Deploying software via SCCM or Intune provides a
robust and efficient method for managing installations across your organization.

System Center Configuration Manager (SCCM) offers comprehensive tools for deploying, updating, and
maintaining software on a large scale, ensuring consistency and compliance across all devices. SCCM
automates deployment processes, reducing the need for manual intervention.

Intune, part of Microsoft Endpoint Manager, enables cloud-based management, allowing you to deploy
software to users and devices wherever they are, enhancing flexibility and support for remote work
scenarios. Intune integrates with other Microsoft services for comprehensive device and application
management.

Leveraging SCCM or Intune can help to efficiently deploy Nitro PDF Pro 14 to multiple workstations,
ensuring a seamless and consistent user experience. Both tools streamline the deployment process,
reduce manual intervention, and provide detailed reporting and analytics to monitor the success of your
software rollouts.

For more detailed information on using SCCM and Intune, you can refer to the following resources:
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3.3 Customizing Nitro PDF Pro Installation Settings

The default Nitro PDF Pro installation settings can be modified either by using the command-line prompt or
by creating an MST (Transform File). Either method can be used to customize Nitro PDF Pro’s settings to
better fit your organization's specific needs. Command-line is typically used for simple adjustments (one or
two small changes), while the MST file tends to be used for more extensive modifications to the default
installation settings.

Note: Nitro recommends keeping the default settings unless there is a specific reason to modify them.

3.3.1 Customizing Nitro PDF Pro: Creating an MST using the Nitro Deployment Utility

The easiest way to create an MST is with a tool called the Nitro Deployment Utility. The Nitro Deployment
Utility is a user-friendly, MSI customization tool that allows you to modify the default installation settings to
comply with your organization’s security policies and IT standards.

The Deployment Utility is version-specific and can be downloaded from the NLS Installer page.

& Nitro PDF Pro Deployment Utility

Please load the Nitro PDF Pro installer (MSI) to begin creating your transform file (MST)

To use the Nitro Deployment Utility, open

the EXE file. Upload the Nitro PDF Pro e fle- G- oers Y ary\ownloacyaro-pro 1 a0 Browse...
installer (MSI) into the Deployment Utility Installation Optons

by clicking Browse and selecting the Nitro | J7250% E create deskiop shortaut

PDF Pro MSI flle Help Resources [ install Nitro PDF Pro add-in for Microsoft Word, Excel, PowerPoint, and Outiook

Install printer driver

Enable Nitro Sign integration

Enable crash reporting and hang detection
Language: English v

The installation settings can be changed
by checking or unchecking the boxes for
the various installation options. atheess

Enable integration with Dropbox
Enable integration with Box

Once all desired settings have been [ nable ntegration with OneDrive
selected, click the box to agree to the oo
Terms of Service, then click Generate Microsoft Azure Information Protection
MST File. An MST file will be created and Dﬁ"i"‘f ‘f”%‘f““"a"d labeing

saved to the same location as the
uploaded MSI file.

By generating this MST file, I égreg to the Nitro

v14.29.1.0 Terms of Service and Privacy Policy Generate MST File
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3.3.1.1 General Settings

The following screenshots display the default
installation settings for Nitro PDF Pro.

The following tables detail the customizations
available through the Deployment Utility.

To enable or disable settings, simply check or
uncheck the boxes displayed in the Deployment
Utility.

For settings that can be modified via the
command-line (CMD) prompt, the
corresponding MSI Property is detailed. For
details on modifying default settings using the
command-line, see Section 3.3.3.

Nitro PDF Pro (for Windows) Installation Guide — NLS Version

& Nitro PDF Pro Deployment Utility

Please load the Nitro PDF Pro installer (MSI) to begin creating your transform file (MST)
MSI fle: | C:\Users\imurray\Downloads\nitro_pro14_x64.ms

Installation Options
Print Settings
iManage Work 10
Help Resources

Create desktop shortcut

Install Nitro PDF Pro add-in for Microsoft Word, Excel, PowerPoint, and Outlook
Install printer driver

Enable Nitro Sign integration

Enable crash reporting and hang detection

Language: English v

Remote Storage

Enable integration with Dropbox
Enable integration with Box
Enable integration with OneDrive
Enable integration with SharePoint

Microsoft Azure Information Protection

[[JEnable dassification and labeling

v14.29.1.0

By generating this MST file, I agree to the Nitro

Terms of Service and Privacy Policy

Browse...

Generate MST File

“General” Tab of Deployment Utility

Setting Description MSI Property
Create desktop Leaving this box checked will result in a Nitro PDF Pro DT_SHORTCUT
shortcut desktop icon/shortcut being added to the users' desktops. (Enabled = 1 / Disabled = 0)

Install toolbars for
MS Word, Excel,
Outlook &
PowerPoint

Leaving this box checked will install the Nitro PDF Pro plugin
directly to the Office toolbar/ribbon, allowing PDFs to be easily
created/converted directly from within MS Office applications.

OFFICEADDINS
(Enabled = 1 / Disabled = 0)

Install printer driver

Leaving this box checked will install the Nitro PDF Creator
which allows users to create PDF files.

INSTALL_PRINTER_DRIVER
(Enabled = 1 / Disabled = 0)

Enable Nitro Sign
integration

Checking this box will enable Nitro Sign to be accessed directly
from Nitro PDF Pro. Unchecking this box will disable the Nitro
Sign integration from within Nitro PDF Pro.

CLOUDENABLE
(Enabled = 1 / Disabled = 0)

Enable crash
reporting and hang
detection

Checking this box enables reporting when Nitro PDF Pro
crashes or has stopped responding. The user will be prompted
to send a crash/bug report if Nitro PDF Pro crashes or hangs.

BUGSPLAT_SENDREPORT_ENAB
LED
(Enabled = 1 / Disabled = 0)

Language

The default application language is English, but the default
can be changed to German, French, Spanish, Italian, or Dutch.

APPLICATION_LANGUAGE
(de-DE; en-US; es-ES; fr-FR; it-IT;
nl-NL)

Enable integration Leaving this box checked will enable users to access PDF DROPBOXDISABLED

with Dropbox documents directly from Dropbox. (Enabled = #0 / Disabled = #1)
Enable integration Leaving this box checked will enable users to access PDF BOXDISABLED

with Box documents directly from Box. (Enabled = #0 / Disabled = #1)
Enable integration Leaving this box checked will enable users to access PDF ONEDRIVEDISABLED

with OneDrive

documents directly from OneDrive.

(Enabled = #0 / Disabled = #1)

Enable integration
with SharePoint

Leaving this box checked will enable users to access PDF
documents directly from SharePoint Online.

SHAREPOINTDISABLED
(Enabled = #0 / Disabled = #1)

Enable
classification and
labeling

Checking this box will enable classification and labeling in
Microsoft Purview Information Protection (Azure IP). See
Section 7.6 for more details.

MSAZUREIPLABELINGENABLED
(Enabled = #1 / Disabled = #0)

Force Login

Checking this box forces a user to log in to their Microsoft 365
account when launching Nitro PDF Pro. The user must be
logged in to M365 to enable the Microsoft Purview integration.

MSAZUREFORCELOGIN
(Enabled = 1 / Disabled = 0)
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3.3.1.2 Print Settings

& Nitro PDF Pro Deployment Utility X
Please load the Nitro PDF Pro installer (MSI) to begin creating your transform file (MST)
MSI file: C:\Users\jmurray\Downloads\nitro_pro14_x64.msi Browse...

Configuring print settings when General | Print Settings

- . - . Prin in
creating an MST file is a crucial Step t0 | | mese viok 1 Default Settngs <
. , L i Default Setting

ensure that Nitro’s printing - Optmize for PCL driver

functionalities are tailored to meet

your organization's specific needs.

Follow the steps below to customize

your print settings.
vi439.10 e sl Generae ST e

“Print Settings” Tab of Deployment Utility

Setting Description MSI Property
. In most cases, we recommend selecting “Default
Dt e Settings” from the Print Settings dropdown. N/A
If you experience issues when printing large
image/graphic files to specific printers (typically Xerox
. brand PCL pull print drivers), selecting “Optimize for
domglze for PCL PCL Driver” is expected to resolve these specific N/A

printing issues. This setting can also be changed post-
deployment for individual users via the registry key
settings.

Alternate Method: Print Settings can also be modified by updating a Windows (DWORD) Registry Key.

1. Navigate to the following Windows Registry location:
Computer\HKEY LOCAL MACHINE\SOFTWARE\Nitro\PDF Pro\l4\settings

e To optimize for PCL print drivers: Change the value of “PrintBandSize” to 1013760
(decimal) and the value of “PrintBandCountForlgnore” to 65535 (decimal).

e For default print settings: Change the value of “PrintBandSize” to 8388608
(decimal) and the value of “PrintBandCountForlgnore” to 8 (decimal).

2. Restart Nitro PDF Pro.

Please Note: Any modifications to the Windows Registry should only be performed by an IT Admin.
It is always recommended to create a backup of the Windows Registry before making any changes.
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3.3.1.3 iManage Work 10

& Nitro PDF Pro Deployment Utility
|Manage Work 10 |S a document and Please load the Nitro PDF Pro installer (MSI) to begin creating your transform file (MST)
email management system designed to .

N . MSI file: 5
help professionals manage their work Fome
more eff|C|ent|y. It prOVIde§ a rObUSt Sf::fsimgs | Before enabling iManage Work 10 integration, ensure Nitro PDF Pro is configured on the
platform for storing, organizing, and Manage server.
accessing documents and emails within g ——

a secure and user-friendly interface. e

[MEnable integration with iManage Work 10

. ) . iManage Install Path: | C:\Program Files\iManage\Work 10
Nitro PDF Pro supports an integration
Enter the path to the iManage Work folder under iManage install directory, for example

with iManage Work 10. By integrating "C:\Program Files\Manage \Work10°.
Nitro PDF Pro with iManage ensures that
all PDF files are automatically saved and
indexed in a secure, centralized location,
making it easy for users to find and
retrieve documents.

Follow the instructions below to enable
the iManage 10 integration. Please see

Section 7.5 for more details. v14.29.10 ] Um0 B R s T b e Generate MST Fie
“iManage Work 10” Tab of Deployment Utility
Setting Description MSI Property
Enable
integration with Check the box to enable the integration with iManage IMANAGEENABLED
iManage Work Work 10. (Enabled = 1 / Disabled = 0)
10
Under the iManage Install Path, enter the path to the
iManage Work folder under the iManage installation
directory. The typical path is C:\Program
Files\iManage\Work10\. This folder must contain the
::I::Ia?rr]]age Install iManage DLLs. IMANAGEINSTALLPATH

If the iManage Install Path is incorrect, the integration
between Nitro PDF Pro and iManage will fail, causing
issues where web-client documents may remain
checked out until manually checked in.
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3.3.1.4 Help Resources

Nitro Knowledge Assistant is a chat-based
tool designed to provide comprehensive
answers to questions about Nitro products
and services. Nitro Knowledge Assistant is
designed to provide immediate product-
specific assistance to users. Instead of
searching through documentation or
forums, users can ask questions directly in
the chat interface. Nitro Knowledge
Assistant can support users in multiple
languages.

The Knowledge Assistant tool is built using
only data from Nitro’s knowledge base of
support documentation and does not use
customer data to train large language
models.

The Nitro Knowledge Assistant tool is
included in Nitro PDF Pro v14.19.1.29 or
later.

Nitro PDF Pro (for Windows) Installation Guide

- NLS Version

[’ Nitro PDF Pro Deployment Utility

Please load the Nitro PDF Pro installer (MSI) to begin creating your transform file (MST)

MSI file: C:\Users\jmurray\Downloads\nitro_pro 14_x64.msi
General Help Resources
Print Settings
iManage Work 10

Enable Knowledge Assistant

= By generating this MST file, I agree to the Nitro

v14.23.1.0 Terms of Service and Privacy Policy

Browse...

Generate MST File

Follow the instructions below to enable or disable the Nitro Knowledge Assistant.

“Help Resources” Tab of Deployment Utility

Setting Description MSI Property
Enable Nitro Knowledge Assistant is enabled by default. By
Knowledge leaving the checkbox selected, the Knowledge Assistant N/A
Assistantg tool will be visible under the Help ribbon in Nitro PDF
Pro. To disable Knowledge Assistant, uncheck the box.

Alternate Method: Nitro Knowledge Assistant can also be disabled by updating a Windows Registry Key.

1. Navigate to the following Windows Registry location:

Computer\HKEY LOCAL MACHINE\SOFTWARE\Nitro\PDF

Pro\l4\settings\doc intelligence

2. Change the registry key ‘enabled’ to /b O.

Please Note: Any modifications to the Windows Registry should only be performed by an IT Admin.
It is always recommended to create a backup of the Windows Registry before making any changes.
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3.3.2 Customizing Nitro PDF Pro: Creating an MST using Orca

If you would like to modify the default O . _ L

installation settings, creating an MST file e | [ B e

enables you to customize Nitro PDF Pro’s T st I —
settings to better fit your organization's T st

specific needs. <2 s

Orca is an MSI| database editor provided as ||
part of the Microsoft Windows SDK. For more P

information visit: LR

; I E—
https://learn.microsoft.com/en- :
us/windows/win32/msi/orca-exe. gy -

Orca lets you edit the installation files (MSI)
for Nitro PDF Pro to create a Transform File i gy
(MST) that fine-tunes the installation - u
process. [T ——— ety % e Pl Lwamres o smmbad

3.3.3 Customizing Nitro PDF Pro: Using Command Line

As an alternative to using the Nitro Deployment Utility to modify the Nitro PDF Pro installation defaults,
some settings can be customized using command-line parameters.

The basic command-line syntax to install Nitro PDF Pro is:

msiexec /i “location of MSI file” /<options> Property=Value
Below are various examples of using command-line to modify specific installation settings.
Example #1: Disable Microsoft Office add-ins

msiexec /i “C:\Users\jsmith\Downloads\ nitro prold4 x64.msi” /qgn
OFFICEADDINS=0

This syntax installs Nitro PDF Pro from the Downloads folder of the user “jsmith”. The option “/gn”
specifies a quiet installation with no user interaction. “OFFICEADDINS=0" installs Nitro PDF Pro without the
Microsoft Office add-ins for Word, Excel, PowerPoint, and Outlook.

Example #2: Disabling the Nitro Sign Integration

msiexec /i “C:\Users\jsmith\Downloads\ nitro prol4 x64.msi” /qgn
CLOUDENABLE=0

This syntax installs Nitro PDF Pro from the Downloads folder of the user “jsmith”. The option “/gn”
specifies a quiet installation with no user interaction. “CLOUDENABLE=0" installs Nitro PDF Pro without the
Nitro Sign integration. By disabling the integration, Nitro Sign will not be accessible directly within Nitro
PDF Pro, and all Nitro Sign related features will not be visible in the Nitro PDF Pro ribbon.
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3.4 Deploying an MST (Transform File) Using Command-Line

After creating an MST (Transform File), the MST can be deployed via the command-line.

msiexec /i “C:\Users\jsmith\FolderName\ nitro prol4 x64.msi”
TRANSFORMS=" C:\Users\jsmith\FolderName\ nitro prol4 x64.mst” /gn

o  “msiexec” is the Windows Installer command-line utility.

o “/i" specifies that you want to install the package.

e "C:\Users\jsmith\FolderName\nitro prol4d x64.msi" isthe path to the MSI
installer file.

e TRANSFORMS="C:\Users\jsmith\FolderName\nitro prol4 x64.mst" applies the
MST file (modified configuration settings) during the installation

e “/qn” specifies a quiet installation with no user interface.

After running the command, Nitro PDF Pro 14 should install silently. Check the installation by navigating to
the installed location or verifying through the Control Panel under “Programs and Features”. If the
installation fails, ensure the paths to the MSI and MSI files are correct, and check the log file for errors.

A log file can be generated by modifying the command, as follows:

msiexec /i "C:\Users\jsmith\FolderName\nitro prol4 x64.msi"
TRANSFORMS="C:\Users\jsmith\FolderName\nitro prol4 x64.mst" /qn /L*V
"C:\Users\jsmith\FolderName\install.log"

This command will create a detailed log file (install.log) in the specified directory, which can help diagnose
any issues that arise during the installation process.
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3.5 Deploying on Virtual and Hosted Environments

3.5.1 Virtual Desktop Infrastructures (VDI)

Nitro PDF Pro is fully supported for deployment on VDI infrastructures, such as Citrix XenDesktop or
VMWare Horizon. Installation can be performed similarly to any other MSl-based application in your
environment.

3.5.2 Hosted Desktop / Hosted Application

Nitro PDF Pro is fully supported for deployment on hosted desktop or hosted application environments,
such as Citrix XenApp or Microsoft Remote Desktop Services. Installation can be performed similarly to any
other MSI-based application in your environment. Installation should be completed using InstallApplication
on Terminal Server, found under the Control Panel. See the Microsoft best practices for more
details.

If you choose to install the Nitro PDF Pro add-ins for Microsoft Office, please note that the add-ins will be
installed for all users. However, the load behavior of the add-ins can be controlled on a per-user or per-
group basis using Active Directory GPOs. See for more details.

3.5.3 Citrix Provisioning Services / Machine Creation Services

Nitro PDF Pro is fully supported on devices with streamed operating systems using Citrix PVS or Machine
Creation Services (MCS).

If in addition to PVS/MCS, other technologies such as XenApp or App-V are used to provide access to Nitro
PDF Pro for users, please refer to the relevant sections of this guide for additional requirements.

3.5.4 Deploying Nitro PDF Pro Using Microsoft App-V

Nitro PDF Pro can be deployed using Microsoft App-V; however, the following considerations must be
followed:

1. Office Add-ins: Nitro PDF Pro add-ins for Microsoft Office are not supported in an App-V streaming
deployment. The Nitro PDF Pro Office add-ins must be disabled.

2. Nitro PDF Creator (Printer): The Nitro PDF Creator cannot be included in the App-V package but is

essential for creating PDF files and converting other file formats to PDF, so it must be installed
separately on each target device.

Note: The Nitro PDF Creator is version-specific and must match the version of the Nitro PDF Pro
application. Contact to get the standalone installation file for the Nitro PDF Creator.
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3.5.4.1 Sequencing Nitro PDF Pro in App-V

By following these steps, you can successfully deploy Nitro PDF Pro and the Nitro PDF Creator using
Microsoft App-V, ensuring all necessary components are installed correctly

1. Start Sequencing:
e Launch the App-V Sequencing Wizard and select File > New Package.
e For detailed instructions, visit the

2. Install Nitro PDF Pro:
e Open the Command Prompt as an Administrator.

e Install Nitro PDF Pro using the transform (MST) file with the following command:
msiexec /i “C:\path to\nitro prol4 x64.msi.msi”
TRANSFORMS="C:\path to\ nitro prol4 x64.mst”

o (Optional Step) On the Launch Application page, start Nitro PDF Pro and click Launch.

3. Complete Sequencing;
¢ On the Sequence Package page, click Finish.

3.5.4.2 Installing the Nitro PDF Creator on Target Devices

1. Choose Installation Folder:
o Install Nitro PDF Creator in any folder other than "Program Files" or "Program Files(x86)"

2. Specify Installation Path:
o Usethe “INSTALLLOCATION" property to specify the folder path.

3. Open Command Prompt:
e Run Command Prompt as an Administrator.

4. Run Installation Command:
e Execute the following command: msiexec /i Nitro Creator x64.msi
INSTALLLOCATION="c:\Nitro\Creator".
e Restart the computer the complete the installation.
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4  Activating Nitro PDF Pro

Each Nitro PDF Pro user must have their own individual account and license. To activate Nitro PDF Pro,
the Nitro Admin assigns licenses to specific users by name.

4.1 Setting up the Nitro Team Account

The Nitro Admin must set up a Nitro Team Account for your organization before inviting users and

assigning licenses

Team Nitro norepy@cioud gonitio.co

1. Your designated Nitro Team Admin will receive

an email with the subject “Activate Your Nitro “

Account”.

Complete your account set up.

2. Upon receipt of the email, the Nitro Admin d“‘“
should click the Set Up Account link in the ’

email.

Thanks,
The Nitro team

.

‘You may ignore this ema if you do not want to create a Nitro account

Let’s finish your account set up
Powered by {¥nitro

i i 447 Suter S1, STE 405 #1015
Business email San Francisco, CA 84108, USA

Activate Your Nitro Account Irbax x & C

First Name Last Name
Nitro User
Create Password 3. The Nitro Admin will be prompted to verify
.................. o their name and email and create a
password.

Woohoo! Your password is strong!
A stiong password typically containg a mixture of letiers, numbers and special characters

Confirm Password

4. Click Get Started to complete the Nitro
Team Account creation process.

©

By clicking “Get Started” you agree to the Nitro's Terms of
Service and Privacy Policy
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4.2 Inviting Users & Assigning Licenses

As a Nitro Administrator, you can invite users to join the Nitro Team Account and assign licenses. There are
two options for inviting users and assigning licenses:

1. Manual: Invite individual users (one at a time) or invite multiple users at the same time by
uploading a .CSV file.

2. Single Sign-On (SSO): Enable SSO to connect the Nitro Team Account to a SAML 2.0-based
authentication system such as Azure AD.

4.2.1 Inviting Users & Assigning Licenses Manually

1. Log in to the Nitro Admin Portal at https://admin.gonitro.com with the admin credentials you
created in the previous step. The Nitro Admin Portal is a centralized system for managing named-
user licenses for all Nitro products.

Onitro

Q

déﬂ/& . Welcome Back to Nitro

Login to continue

Accelerate The Way You Work

Nitro helps organizations improve business velocity with intuitive tools that drive productivity
Seress LR “

= Users
| —
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Enter each user’s first name, last name,

and email address. If you would like to invite
multiple users at the same time, you can click
on Inviting multiple users? and upload

a .CSV file containing first name, last name, and
email address of all users.

Optional: If you would like to assign Admin
privileges to a user, select the appropriate
Admin Role:
e Document Admin: Ability to add
Team documents and Team
templates that can be accessed by all
members of the Nitro Team.
e Global Admin: Ability to assign
licenses and invite, suspend, and
delete users from the Team Account.

Under Nitro Licenses, check the box for the
license that you would like to assign. This will
typically be Nitro Pro Business or Nitro Pro

Nitro PDF Pro (for Windows) Installation Guide — NLS Version

X Invite User
First Name Last Name

Test Nitro
Email *

nitrotest.pts.1+6@gmail.com

Admin Roles

C] Document Admin
Manages your Nitro Sign team documents

() Global Admin

Manages your Nitro account and users

Nitro Licenses

Nitro Pro Business

nviting multiple users?

depending on the Nitro subscription type.

-] (T

7. Each invited user will receive an email asking them to activate their Nitro Account by verifying their
name and email and creating a password.

6. Click Send Invite to trigger an email to the user,
inviting them to activate their Nitro account.

8. Once the user activates their Nitro account, they will appear under the Active tab in the Admin
Portal.

For more information on inviting users and assigning licenses, please see the following video tutorial.

4.2.1.1 Accessing Nitro PDF

To use Nitro PDF Pro for the first time, users must log in to their Nitro Account by clicking the Log In button
in the top right-hand corner of the Nitro PDF Pro.

Home Convert Review Pagelayo Forms Share Erase Protect Customize Accessibili Help
T 2 4 b B g | B _ Q ok
PDF R Add
- Tools
Tools Create Convert Review Page Layout Document | Favorite Tools 7
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4.2.2 Managing Users & Licenses via Single Sign-On (SSO)

Single Sign-on (SS0O) allows your users to access Nitro products by authenticating through your Identify
Provider (IdP). Nitro support SSO with any SAML-2.0 compliant IdP.

4.2.2.1 Verifying a Domain

Your account must have a verified domain to set up and enable SSO. Verifying your domain lets us confirm
that you own that domain and can help you manage access to your account.

Step 1: Add your domain
Your first domain will already be added for you and should appear in your list of domains. To add a new
domain:

e Login to the Nitro Admin Portal.

e Select Settings in the left navigation pane and navigate to the Domains tab.

Settings

Domains

R ® o @

Step1 Step 2 Step 3

Add the domain you would like to verify. When you add you Copy your code and create a TXT record in your DNS host.

Step 2: Create a TXT record in your DNS host

Find your domain's code by selecting View Code from the Actions menu.

Copy your code to the clipboard.

Set record type to TXT

Set the alias or host name to @ (or skip it if it is not supported)

Paste your code as the TXT value. Your code will have the following format: nitro-verification-
code=1234abcd1234abcd1234abc=

e Setthe TTL to 3600 or use the provided default

Step 3: Verify your domain

After creating the TXT record, select Verify from the Actions menu for the domain you would like to verify. If
the check is successful, your domain will be marked "Verified".
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4.2.2.2 Setting up SAML SSO

1. Login to the
2. Select Settings in the left navigation pane and navigate to the Single Sign-On tab.

3. Click the Set up SAML SSO button.

Settings

R @

Step 1 Step 2 Step 3

Identity Provider Configuration

4. Enter your |dP's SignInURL and upload the x.509 Signing Certificate from your IdP. The x.509
Signing Certificate should be base 64 encoded and in a .ceror .pemformat.

5. When these have been submitted successfully, you will be provided with the SAMLEntity
ID and ACS URL. Add these to your IdP.

6. Nitro requires the SAML assertion to contain NamelD, email, given_name, family_name and
employeeNumber of a user:
o NamelD must be set to email address.
o employeeNumber can be any value that is unique for a user. E.g. for Okta: user.id. Note, if
there is no obvious unique ID value, use email address instead.
e Please note the Ul for adding custom attributes will vary depending on the identity provider
in use.

7. After completing the SAML SSO set up, check the box “Enable Single Sign-On” at the bottom of
Single Sign-On tab. To disable SSO, uncheck this box. If SSO is disabled, users will need to log in
with their Nitro Account email and password.

For additional information, please go to the
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5  Setting Nitro PDF Pro as the Default PDF Application

Due to changes made by Microsoft, Nitro PDF Pro cannot be set as the default PDF viewer automatically
during installation. A few additional steps are required to make Nitro PDF Pro the default PDF application.

5.1 Setting Nitro PDF Pro as the Default: On Individual Workstations

Nitro PDF Pro Preferences

B Changing your preferences in Nitro PDF Pro

Use your preferences to customize how your Nitro PDF Pro looks, functions, updates, and converts.

Option 1: Change the Default PDF Application from

Account efault viewer
Preferences ovacce e T ——
Bookmarks Programs' control panel.
Commenting. Set Default Programs...
. Compare
1. Open Nitro PDF Pro and go to Preferences. B Gt T —
" Dvsswae e
2. Select General from the left-hand column. o Dlintervalbeteen Ao Recovry saves (nminutes: [ 10
L Generd |
B Basic tools
3. Click Set Default Programs and follow the ety Ei e
prompts to set Nitro PDF Pro as the default PDF w0 Lk Smoshefes €5 e ks o

viewer.

Default Locations
[[J Always use last locations in 'Open’ and 'Save As' dialog boxes

Start up option

Show the Home screen when Nitro PDF Pro starts

Option 2: Change the Default PDF Application Using "Open with" in File Explorer

1. After Nitro PDF Pro is installed on the workstation, from File Explorer right-click on any PDF file, and
from the context menu, select Open With.

2. Select Choose another app to open the prompt window with a list of PDF applications.
3. Select Nitro PDF Pro from the list and click Always use this app to open .pdf files.

4. The above steps can be repeated to set Nitro PDF Pro 14 as the default application for
FDF, XFDF, and PPDF files.

€ Settings

Option 3: Change the Default PDF Application @ Nitro PDF Pro
through Settings

File type and protocol associations
1. Click on the Start menu. Go to Settings > Apps >

Default apps. Name Default app
fdf Nitro PDF Pro

2. Select Set defaults by app. Adobe Acrobat Forms Document
3. Select Nitro PDF Pro and click Manage. i Nitro PDF Pro

FDF, XFDF, and PPDF f“es_ RMS Protected PDF Document

xfdf

Adobe Acrobat Forms Document

Nitro PDF Pro

4. Select Nitro PDF Pro as the default app for PDF, ppdf . Nitro PDF Pro
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5.2 Setting Nitro PDF Pro as the Default: On Multiple Workstations

Setting the default application for multiple workstations can significantly streamline your IT management
process, ensuring consistency and efficiency across your organization. By creating an XML file and
deploying it using Group Policy Objects (GPO), you can easily configure the default application settings for
all users. This approach not only simplifies the deployment process but also ensures that all workstations
are configured uniformly, reducing the potential for user error, and improving overall productivity.

Follow the steps outlined in this section to create the necessary XML file and deploy it using GPO, ensuring
a seamless and consistent setup across your entire network.

Step 1: Creating the Default Application Associations XML File

1. Onacomputer that has Nitro PDF Pro 14 installed, go to the Start menu, select Settings > Apps >
Default apps.

2. Select Nitro PDF Pro as the default for file types, PDF, FDF, XFDF, and PPDF.

3. Execute the following command:
Dism.exe /online /export-defaultappassociations:<path and filename>

Example: Dism.exe /online /export-
defaultappassociations:C:\AppAssocations.xml

4. The default application associations will
be exported in XML form. The resulting
XML file will contain all default
application associations of the client
machine.

5. Open the XML file in a text editor (e.g,,
Notepad) and remove all the
<Association Identifier=" entries not
referring to NitroPDF. Do not remove

any other lines.

The resulting file should look as below.

*Untitied - Notepad

File Edt Format View Help

<DefaultAssociations>

<Association Identifiers".fdf" Progld="NitroPDF.FDFDoc.14" ApplicationName="NitroPDF"/>
<Association Identifier=".pdf" Progld="NitroPDF.Document.14" ApplicationName="NitroPDF"/>
<Association Identifier=".ppdf" Progld="NitroPDF.PPDFDoc.14" ApplicationName="NitroPDF"/>
<Association Identifiers=".xfdf" Progld="NitroPDF.XFDFDoc.14" ApplicationName="NitroPDF"/>
</DefaultAssociations>
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Note: As an alternative to Steps 2 -5, the following XML file can be downloaded and used to set Nitro
PDF Pro as the default application for PDF, FDF, XFDF, and PPDF files:
https://downloads.gonitro.com/professional_14.24.1.0/app-assoc-hitro-xml/app-assoc-nitro-14.xml.

The XML file needs to be accessible from all client machines that require the settings to be changed. The
easiest and most reliable option would be to copy the file to the same location for all clients, e.g.,
C:\AppAssociations.xml.

The file could also reside on a mapped network drive that all clients have access 1o, e.g.,
P:\AppAssociations.xml. In this case, ensure that:

e All clients use the same drive letter for this location.

e The drive is mapped before the policy setting is applied.

Note: If the policy setting is not able to access the file in the specified location, the change of default
application association will fail without any error messages.

Step 2: Applying the GPO Setting

Applying the GPO setting will configure a policy to force client computers to use a specific file for their
application defaults. The policy setting only contains the path to the file, which needs to be made available
to all applicable client machines.

The file type association will be applied every time the policy applies. If a user manually changes this
setting, or another application changes it, it will be reset with the next policy refresh (e.g., reboot).

Group Policy Management

B

File Action View Window Help

'\'.\r 1

| =E X cHE
=k Group Policy Management Default Domain Policy
1. Open the Group Policy " O bomaes "o (s |t e
Management cor_lsole, e T — ‘
create a new policy or -/ New Group Policy Objs - maing, and OLls are inked to this GPO:
icti 3| Bulk Groups ~  Enforced =
select an existing one. B b Concis LB Erforoed Lk Enab
RIght—C“Ck and SeIeCt 5 Engineering Cave Repott: AL Yes Yes
Edlt = Microsoft Exchange Se

View >

New Window from Here

Delete
Rename

2 Refresh
Group Policy Objects
+ WM Filters Help

= Starter GPOs
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2. Locate the setting Set a default
associations configuration file in
Computer Configuration > Administrative
Templates > Windows Components >
File Explorer. Double-click on it to open
the configuration window.

3. Set the policy to Enabled and specify a
valid path to the created XML file.

Example:
C:\AppAssociations.xml

Note: The XML file needs to be accessible from all client machines that require the settings to be
changed. If you configure the file location to be used as “C:\", ensure the XML file exists on all
client computers in that location. If you use a mapped network drive instead, ensure all clients
have access to it. The mapping must occur before the policy is applied, or the GPO will fail
without any error messages.
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6 Updating Nitro PDF Pro (NLS)

The latest Nitro PDF Pro 14 installers, product updates, and release notes are available at the NLS
Installer page. The latest release of Nitro PDF Pro can be downloaded

To obtain installers for earlier versions of Nitro Pro, please contact

6.1 In-App Updater

Nitro releases a minor update (e.g., Nitro PDF Pro 14.1 to Nitro PDF Pro 14.2) approximately every three to
six weeks. Nitro PDF Pro (version 14.24 and later) includes an In-App Updater feature that notifies users
when there is a newer version of Nitro PDF Pro available for installation. There are two methods of
notification:

1. Automatic: When opening Nitro PDF Pro, users will be notified at startup if a newer version is
available.

2. Manual: Users can manually check whether a newer version of Nitro PDF Pro is available by going
to the Help tab from within Nitro PDF Pro, then clicking on Check for Updates.

nitro-ebook-7-reasons-to-go-digital-with-nitro.pdf - Nitro PDF Pro

Acces Help

If a newer version is available, users will cltmare
be presented with an option to install the .
latest Nitro PDF Pro update. ‘, e

Users can dismiss the notification by
selecting Skip this version to suppress
any additional notifications about this « XFA* support (alpha)

version update or Remind me later to get !
another notification in 24 hours.

Rebrare moten

If Install update is selected, users will be ens the XFA ent in & neW W Users can ther
guided through the download and e B s =
installation steps. Nitro PDF Pro will be eing shared with 8 salact Srous of cossemen for Seedbach
installed on the user’s workstation using rpose

the standard default installation settings. -

op the veruce Fermnd me later mtall Lpdate

Note: The In-App Updater features is only available in the NLS and Business versions of Nitro PDF Pro.
The In-App Updater feature is not available in the Enterprise version of Nitro PDF Pro.
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6.1.2 Disabling the In-App Updater
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The In-App Updater feature is intended for customers who are deploying Nitro PDF Pro using the standard
default settings. If your organization installs Nitro PDF Pro using custom configuration settings or
preferences (see Section 3.3), the In-App Updater should be disabled before installation.

When the In-App Updater is enabled, users will be notified of available software updates, but if the user
follows the software update prompts, the installed update will have the default Nitro PDF Pro settings;

custom settings will not be retained.

The In-App Updater is enabled by default in Nitro PDF Pro v14.24 (and later). The In-App Updater can be
easily disabled for select users or all users. There are two methods of disabling the In-App Updater:

1. Nitro Deployment Utility: If the Nitro Deployment Utility is used to create an MST (Transform file)
that applies custom configurations to your Nitro PDF Pro package, the In-App Updater will be

automatically disabled. The
created MST file will not have the
In-App Updater enabled. (See
Section 3.3.1 for details about
creating an MST using the Nitro
Deployment Utility.)

2. Registry Settings: The In-App
Updater can be enabled or
disabled by changing the
associated registry key setting.

To Disable:
o Navigate to the following
Windows Registry location:

Computer\HEEY_LOCAL_MACHINESCFTWARE\Nitro\POF Prof14\Settings\winsparkle
MAXSOEFT-0CRON Mame Type

Microsofi a | Dafault) REG S

vahse not sef

Maoridla l.:- enabled REG SF

b |

mazilla.org
WazillaPluging
w Mitro
w POF Pro
1

Capabilities

QDB

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\NitrO\PDF
Pro\l4\settings\winsparkle

e Change the registry key ‘enabled’ to /b O

To Enable:

o Navigate to the following Windows Registry location:
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Nitro\PDF
Pro\l4\settings\winsparkle

o Change the registry key ‘enabled’ to /b 1
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6.2 Minor Updates

Nitro PDF Pro can be updated to the latest version by performing an on-the-top installation. Using the
standard Nitro PDF Pro installer (MSI) will install Nitro PDF Pro with the default settings, as described in

. If your current Nitro PDF Pro installation has custom settings, you will need to recreate
these settings when installing the upgrade. See for details about creating a custom transform
(MST) file to modify the default installation settings.

6.3 Major Updates

When upgrading to Nitro PDF Pro 14, any version of Nitro PDF Pro 11, 12 or 13 will be automatically
uninstalled during the upgrade process.

When installing or upgrading to Nitro PDF Pro 14 for the first time, the installation may require a restart of
Windows when the installation is complete. The restart is required due to an update to the Microsoft
runtime files. This only needs to be done once, and future updates to subsequent versions of Nitro PDF
Pro 14 will not require this Windows restart.

To prevent an automatic restart after the installation a NORESTART switch can be used via the MSIEXEC
command-line.

Using the Default MSI:
msiexec /i “path-to-msi-file” /gn /norestart

Using the MST (Transform File):
msiexec /i “path-to-msi-file” TRANSFORMS="path-to-mst file” /gn /norestart

6.4 Retaining Configuration Settings during Version Updates

When updating Nitro PDF Pro, the following user data and settings are retained for both major and minor
version updates. No action is needed to retain the following user settings.

QuickSign Profiles
Custom Stamps
Digital IDs

Digital Signatures
Certificates
Security Profiles
Scanner Profiles
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7  Special Configurations

7.1 Multilingual Installer: Selecting Application Language

Nitro PDF Pro 14 is available in six languages:

e English
e German
e French
e Spanish
e [talian
e Dutch

The application language can be changed at the time of deployment or changed by the user at any time
after installation.

7.1.1 Setting the Application Language on Individual Workstations

Nitro PDF Pro delegates the choice of the application language to an end-user. Unless the application
language is specified at the time of deployment, the user is prompted to select a preferred language at the
first launch of Nitro PDF Pro. Users can also change the application language at any time after first use by
going to Nitro PDF Pro Preferences.

Nitro PDF Pro Preferences X
. L_\ Changing your preferences in Nitro PDF Pro
1' G 0 to FI Ie > Prefe re n CeS- Use your preferences to customize how your Nitro PDF Pro looks, functions, updates, and converts.
2. Select Language from the left-hand — s
co I umn. ;:::,:;?nk:e Application Language:
&)* Cormenting Note: Nitro applications and add-ins need to be ref
3. Select the desired Application e dRoses Englsn
_ 4 Create PDF from ,SD:no,
La nguage from th e d I’O p d OW n # Digital Signature ;:tz?har;\aos
menu. DMS Storage Nederlands
Editing
Forms
4. Click Apply and OK. —
HTML
i Identity
5. Restart Nitro PDF Pro to apply the xr st
changes to the application Javaseriot
Language
language. Measre
Notifications
OCR
Page View
QuickSign
Spell Check
Units and Grid
Reset to defaults II' Cancel
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7.1.2 Setting the Application Language during Installation

Nitro PDF Pro is available as a multilingual installer, making it simpler for administrators to customize the
language of the application interface.

Administrators can now deploy Nitro PDF Pro with a single installer - localized installers are not required.
The language of the deployed application can be defined during the installation process, or the choice can
be delegated to the end-user.

The default option is “Select on application startup”. This option allows each end user individually to select
a language of Nitro PDF Pro after installation on the first run of Nitro PDF Pro.

Installing Nitro PDF Pro using the standard installer (MSI) or via command-line will install Nitro PDF Pro with
the option “Select on application startup” by default. This means the user will be prompted to select
language at the first run of Nitro PDF Pro.

If an administrator prefers to specify the language of Nitro PDF Pro, they can install via command-line using
an additional parameter 'APPLICATION LANGUAGE' with one of the following values:

e English: APPLICATION LANGUAGE=en-US
e German: APPLICATION LANGUAGE=de-DE
e French: APPLICATION LANGUAGE=fr-FR
e Spanish: APPLICATION LANGUAGE=es-ES
e [ltalian: APPLICATION LANGUAGE=it-IT
e Dutch: APPLICATION LANGUAGE=nl-NL

Example:
msiexec /i “C:\path to\nitro prol4.x64.msi” APPLICATION LANGUAGE=de-DE

If the language is defined incorrectly using command-line, Nitro PDF Pro will be installed with the English
interface.

& Nitro PDF Pro Deployment Utility X

Please load the Nitro PDF Pro installer (MSI) to begin creating your transform file (MST)

8| SV DRV st e e The application language can also be
generel Jtaketion Opts selected when creating a Transform (MST)
Rl A crete desknp shora file to customize installation settings.
iManage Work 10 Install Nitro PDF Pro add-in for Microsoft Word, Excel, PowerPoint, and Outlook
Nitro AT Install printer driver
Enable Nitro Sign integration . .
Enable crash reporting and hang detection See M for m ore d eta | IS a bo ut
Language: [Engish v customizing the application language when

Select on application startup

creating an MST.

Francais
Enable intel Italiano

Enable intelNederlands
Enable integration with SharePoint

Microsoft Azure Information Protection

[[JEnable dassification and labeling

O By generating this MST file, I agree to the Nitro

Terms of Service and Privacy Policy

v14.26.0.17
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7.2 Additional OCR Language Packages

There are multiple OCR language packages

built-in to Nitro PDF Pro:
e Brazilian
Danish
Dutch
English
Finnish
French
German
ltalian
Norwegian
Portuguese
Spanish
Swedish

No action is needed to install these OCR
languages. They are available in each build of

Nitro PDF Pro 14.

Mitro PDF Pro Preferences

B Changing your preferences in Nitro PDF Pro

Use your preferences to customize how your Mitro PDF Pro looks, functions, updates, and converts.

Accounts
Appearance
Bookmarks
Commenting
Compare
Conversion
Create PDF from
Digital Signature
DMS Storage
Editing

Forms

Full Screen
General

HTML

Identity
Internet Access
Internet Explorer Add-ins
JavaScript
Language
Measure

= EEEE

Motifications
QOCR

Page View
QuickSign
Spell Check
Units and Grid

Reset to defaults

Image pre-processing

Correct image skew
[JUse fixed threshold
I:‘ Detect text orientation

[ smooth color image

Recognition

Language:

Quality:

Qutput

Downsample images:
Image compression factor:
[[JUse system font based recognition

Retain text badkground

50%

English w

Brazilian
Danish
Dutch

Finnish
French
German
Italian
MNorwegian
Portuguese
Spanish
Swedish

Cancel Apply

The following OCR language packages can be installed in addition to the standard, built-in OCR languages:

e Simplified Chinese
Traditional Chinese
Japanese

Russian

Ukrainian

Each additional OCR language package should be installed on top of the existing Nitro PDF Pro installation.
OCR language packages are version specific. Please ensure the OCR language package version
corresponds with the installed version of Nitro PDF Pro.

To install:

1. Download the OCR installer that corresponds with the Nitro PDF Pro version:
https://www.gonitro.com/installers/nls/v14/msi/download.

2. From File Explorer, right-click on the downloaded OCR installer file (.EXE) and choose Run as

Administrator.

3. Afterinstalling, the user can select the OCR language recognition by going to File > Preferences

> OCR, then select the desired OCR language from the dropdown under Language.

The OCR installer (.EXE) can be deployed to multiple users using a software deployment solution like SCCM

or Intune.
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7.3 Ensuring Nitro PDF Pro Outlook Add-ins Remain Enabled
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In Office 2013 and later versions, programs automatically disable add-ins that perform slowly. To keep the
Nitro PDF Pro add-ins enabled, you can adjust the settings using the registry or Group Policy. By following
these steps, Nitro PDF Pro add-ins will remain enabled and functional in Outlook.

Step 1: Ensure Nitro PDF Pro Add-ins Load at Startup

To make sure the Nitro PDF Pro Outlook add-in always loads when you start Outlook, follow these steps:

1. Open the Windows Registry Editor.

2. Add the following registry key:
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Office\Outlook\Addins\NitroPDFPr

ofessional .MSOfficeAddinl4.

3. Change the value of LoadBehavior to ‘3.

Example Command for Office 365:

REG ADD

HKCU\SOFTWARE\Microsoft\Office\Outlook\Addins\NitroPDFProfessional .MS
OfficeAddinl4 /v "LoadBehavior" /t REG DWORD /d 3 /f

B Re
File Edit

View

Favaorites  Help

Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Office\Qutlook\Addins\NitroPDFProfessional.MSOfficeAddin14

~

DrnsClient
Excel
Outlook

y Addins

- | AccessAddin.DC
Colleaguelmport.ColleaguelmportAddin
NitroPDFProfessional MSOfficeAddinid
TeamsAddin.FastConnect
UCAddin.LyncAddin.1

AddinsData

Settings

SocialConnector
PowerPoint
Tearns
Word

OneDrive

Orea

A1 Name Type

ab) (Default) REG_SZ
ﬂoﬁLoadBehavior REG_DWORD

Data

(value not set)
000000003 (3)

Edit DWORD (32-bit) Value

Walue name:

*

| LoadBehavior

Value data Base

() Decimal

Cancel

Step 2: Disable Resiliency Check for Nitro PDF Pro Add-ins.

To prevent Outlook from disabling the Nitro PDF Pro add-in, follow these steps to disable the Office
Resiliency check for the Nitro PDF Pro Outlook add-in.

1. Open the Windows Registry Editor.

2. Add the following registry key:
HKEY CURRENT USER\Software\Microsoft\Office\X.0\Outlook\Resiliency\Do

NotDisableAddinList.

Note: Replace x. 0 with your version of Office (e.g., 16.0 for Office 2016/2019/365, 15.0 for

Office 2013).
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Add a new DWORD value named NitroPDFProfessional .MSOfficeAddinl4 and setits
value to ‘1’.

Example Command for Office 365:
REG ADD

HKCU\SOFTWARE\Microsoft\Office\16.0\Outlook\Resiliency\DoNotDisableAd
dinList /v "NitroPDFProfessional .MSOfficeAddinl4" /t REG DWORD /d
00000001 /£

m .'_::.

File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\ Office\16.0,Outlock!\Resiliency'\DoNotDisableAddinList
Printing ~ || Name Type Data
Profiles E‘{i (Default) REG_SZ (value not set)
£3l -f.g'._tﬂNitroPDFProfesswonaI.MSOfficeAddinM REG_DWORD (00000001 (1)
ieport | TeamsAddin.Connect REG_DWORD 0x00000001 (1)
v Resiliency
R o Edit DWORD (32-bit) Value X
MotificationReminderAddinData

Search Walue name:
Security [NitroP DFProfessional. MSOffice Addin 14 |
Setup
SharingMessage Walue data: Base
SMAPL_ SendMail ®) Hexadecimal
Today () Decimal
Userinfo
Windows Search Cancel

PowerPivot

powerpoint

PowerQuery

If an add-ins group policy is enforced in an environment, the following registry setting is enabled:

Registry Path:

HKEY CURRENT USER\Software\Policies\Microsoft\Office\1l6.0\Outlook\Res
iliency\AddinList

Value Name: policyon

Value Type: REG DWORD

Value: 1

The following registry key will also be required to allow you to specify the list of managed add-ins
that are always enabled, always disabled (blocked), or configurable by the user.

Registry Path:

HKEY CURRENT USER\Software\Policies\Microsoft\Office\1l6.0\Outlook\Res
iliency\AddinList

Value Name: NitroPDFProfessional.MSOfficeAddinl4

Value Type: REG SZ

Value: 1

For more details, please refer the following Microsoft article on keeping add-ins enabled.
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7.4 SharePoint Online Extension
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The Nitro PDF Pro SharePoint Online extension is an easy-to-use tool that lets users open a SharePoint
Online document in the Nitro PDF Pro desktop application from within the web browser. With the Nitro PDF
Pro SharePoint online extension, users can work with SharePoint Online documents without having to
manually download, edit, and upload them. Users can now edit SharePoint documents in just a few clicks.

Preconditions:
The Nitro PDF Pro SharePoint online extension only works with SharePoint Online sites with

Modern View. Classic view is not supported.

To deploy the SharePoint Online extension, Admin permissions are required.

7.4.1 SharePoint Online Extension Deployment

The Nitro PDF Pro SharePoint online extension is not available on Microsoft Marketplace as each
package requires to work with a compatible Nitro PDF Pro version.

1. Download the SharePoint Online extension package (SPPKG) from
https://www.gonitro.com/installers/nls/v14/msi/download.*

Please refer to the instructions from
Microsoft on adding Custom Apps.
Use the App Catalog to make custom
business apps available for your
SharePoint environment.

During the deployment, the Nitro PDF
Pro SharePoint Online extension
provides an option to deploy the
package tenant-wide or per site. If the
package is deployed tenant-wide, it
will be automatically available for use
on all sites and sub-sites of the
current SharePoint tenant.

Do you trust Nitro PDF Pro for ShareP

The client-side solution you are about to deploy

contains full trust clier

sage restrictions are placed on

SharePoint Online

e. The components

jo, run in full trust

l Make this solution available to all sites in the

ng the Tenant Wide Extensions list at

the app catalog site collection

Nitro PDF Pro for SharePoint Online

Alternatively, the package can be enabled manually on specific sites.

To enable manually:

1.

2.

Open SharePoint site settings and select Add an app.

From the left-hand menu, select From my organization.

Search for the Nitro Pro For SharePoint Online application

and click Add.

5)

Nitro Pro For
SharePoint Online

My organization

Add
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If the SharePoint extension is deployed correctly, the Open in Nitro option will appear on the command bar

and in the document context menu.

| Documents [

5 Add real-time chat

. n Demo
+ New v [l

Add column

*IMPORTANT: The current version of the SharePoint Online extension (v1.16.0.x) only supports Nitro
PDF Pro v14.3 and later. To get a SharePoint Online extension package that is compatible with earlier
versions of Nitro PDF Pro (before v14.3), please contact Nitro Support.

7.4.2 User Consent & Permission Requirements

The first time a user opens a document using the SharePoint Online extension, they may be prompted to
accept consent. It is recommended that an admin log in to SharePoint Online from Nitro PDF Pro and

accept the consent on behalf of the organization.

To open and save a document in SharePoint Online, Nitro PDF Pro requires additional access to the
SharePoint Online server. However, the extension itself does not need any extra permissions to access the
document. As a client-side extension, it operates with the logged-in user’s permissions and can only

access files the user has permission to view.
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The following table lists the different permissions required by Nitro PDF Pro. These permissions ensure
that Nitro PDF Pro can fully interact with SharePoint Online and other necessary services while maintaining
user security and data integrity.

Permissions

user_impersonation

UnifiedPolicy.User.Read

User.Read

Files.ReadWrite

Sites.Manage.All

Offline_access

Content.DelegatedWriter

Nitro PDF Pro Permissions Overview Table

Description

Type: Delegated
Allows creating and accessing protected
content on behalf of the user.

Requested by MIP SDK when reading policy and
labels.

Allows reading all unified policies a user has
access to.

Requested by MIP SDK to protect a document
Allows signing in and reading the user’s profile.

Generally required for sign-in, as specified in
Microsoft documentation.

Provides full access to the user’s files.

Allows creating, editing, and delegating items
and lists in site collections.

Needed to upload files to SharePoint.
Maintain access to data the user has given
access to.

Provides access to refresh tokens, required
according to Microsoft documentation.

Type: Application

Allows creating protected content on behalf of a
user.

Requested by MIP SDK to protect a document.

Needed for feature

Azure Information
Protection

Azure Information
Protection

SharePoint Online
OneDrive
Azure Information
Protection
OneDrive
SharePoint Online

SharePoint Online

OneDrive
SharePoint Online

Azure Information
Protection
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7.4.3 Managing OAUTH Access Tokens

To use the SharePoint Online extension, Nitro PDF Pro manages your access tokens securely. Here’s how it
works:

e Where the Token in Stored: The access token is stored in:
C:\Users\<user>\AppData\Roaming\Nitro\PDF

Pro\l4\ms graph token cache.msal.

e Security: The token is encrypted using the Microsoft.ldentity.Client library, which ensures your
data is safe.

¢ Encryption Method: Nitro PDF Pro using Windows Data Protection APl (DPAPI) to encrypt the
token, which means it uses your Windows login credentials for encryption.

e Login Information: The only user information Nitro PDF Pro stores is your login email. This is
saved in the registry at: HKEY CURRENT USER\Software\Nitro\PDF
Pro\1l4\Settings\MicrosoftAccount\email.

e Additional Handling: All other access details are managed by the AIP SDK, which integrates the
MSI and MSIPC folder, and the Microsoft.Identity.Client library.

By following these methods, Nitro PDF Pro ensures that your access tokens and login information are
securely handled and protected.

More information about Microsoft Identity platform and authentication can be found here:
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-auth-code-flow.
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7.5 iManage 10 - Integration

Nitro PDF Pro supports an integration with iManage 10. Integrating Nitro PDF Pro with iManage ensures
that all PDF files are automatically saved and indexed in a secure, centralized location, making it easy for
users to find and retrieve documents.

The Nitro PDF Pro iManage 10 integration provides a seamless workflow for the end-users to Open and
Save documents from iManage repositories.

Once the iManage integration is enabled, Nitro PDF Pro will display an additional iManage tab with the
available features as below:

' b s-~-0G-

File Heme Comnvert

-
[ =]

S mAE B

b 53 =F

Conrart Open  Saw Sove  Swiw a Naw

A1 andSme Venden
Conned File

Reiew Fage Layout Tommt Share Lrase Frotect Cuttomuze

] | [ sss02v1< Active= - combine 3 %
]
b

7.5.1 Server-Side Configuration

Step 1: Add Nitro PDF Pro to the allowed apps on the iManage Server

In iManage Control Center (IMCC), add Nitro Pro to the list of allowed applications using the methods
below:

e If you use an account on cloudimanage.com, select and add Nitro Pro from the Application
List.

e If you use another iManage 10.2+ server (cloud or on-premises), add Nitro Pro manually with a
predefined Client ID as follows:

Client ID / API Key 0127f653-a333-483f-b6b4-fb452b5959a7
Client Secret / API <autogenerated>

Secret

Redirect URL http://localhost/

Application Type Native

Note: If you have more than one iManage server, this step must be done on each iManage server.

More information on IMCC and applications can be found here.
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Step 2: Register NitroPDF as an integrated application

1. Download imWorkOptions.xml file from IMCC. If there is no such file, the template can be
downloaded from iManage Help Center or created manually.

2. In imWorkOptions.xml, add the section that marks NitroPDF as an integrated application:

<ws_ options>
<ws_option name="integration">
<key name="IntegratedProcesses" value="NitroPDF"/>
</ws_option>
</ws_options>

IMPORTANT:
e Ensure that “<ws_options>" does not contain attribute “applyToAll”. If this attribute

exists, please remove it.
e The value of “IntegratedProcesses” must be exactly “NitroPDF” as it corresponds to
the name of Nitro PDF Pro process on a client.

3. Upload the result document back to the IMCC.

4. To update the configuration on a client side, it is required to reconnect to the iManage server.

For more information see the iManage Work Desktop for Windows Customization Guide.

Step 3: Enable refresh token for Nitro PDF Pro on iManage server

1. Download the iManage_enable_refresh_token script from:
https://www.gonitro.com/installers/nls/v14/msi/download.

2. Unpack the .zip file and follow the instructions from “readme.txt”.

NOTE: If you have more than one iManage server, this step must be done on EACH iManage server.
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7.5.2 Client-Side Configuration

The Nitro PDF Pro iManage integration must be enabled when deploying Nitro PDF Pro on user
workstations. Enabling the iManage integration will require an MST to be created using the Nitro
Deployment Utility. See Section 3.3.1.4 for more details.

& Nitro PDF Pro Deplayment Utility x
Flease load the Nitro PDF Pro installer (MSI) to begin creating your transform file (M5T) 1 EnSU re that | Ma nage Work DeS ktop for
MSIfle: | Ct\Userslimurray\Downloads'nitra_pro14_x64 (8).msi Browse.... Windows 10.5 or newer (a Iso known
P as iManage Agent) is running and
Print Settings | Before enabling iManage Work 10 integration, ensure Nitro POF Pro is configured on the conn ected to th e | M ana ge server Th |S
iManage Work 10 o [ErErEssEn . . :
Nitro A1 is a required component.
iManage Wark 10 Configuration
Enable integration with iManage Work 10 2. Generate an MST file with the
iManage Install Path: | C:\Program FilesiManage \Work 10| IManage Integratlon ena bled . See
Enter the path to the iManage Work folder under iManage install directory, for example SeC‘t'On 3.3. 1 for d eta | |S a bout

"C:\Program FilesiManage\Work 10",

creating an MST file using the Nitro
Deployment Utility.

3. Install Nitro PDF Pro with the created
MST file.

4. Set Nitro PDF Pro as the default PDF
viewer.

O By generating this MST file, I agree to the Nitro

v14.26.1.0 Terms of Service and Privacy Policy

IMPORTANT: To ensure Nitro PDF Pro can find the necessary iManage DLLs, the path must be set
to the iManage Work folder. If the iManage Install Path is incorrect when creating the MST, the
integration between Nitro PDF Pro and iManage will fail, causing issues where web-client
documents may remain checked out until manually checked in.
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7.6 Microsoft Purview (Azure IP) Integration

Microsoft Purview, also referred to as Azure Information Protection (AIP), MS AIP, or Azure IP, is a solution
that helps companies increase document security for sensitive information by applying labels. Nitro PDF

Pro can be integrated with Microsoft Purview to ensure that all PDF documents created and opened with
Nitro PDF Pro respect the labels and permissions set by the author.

7.6.1 Enable Microsoft Purview (Azure IP) Integration

To enable the Microsoft Purview integration with Nitro PDF Pro, you need to update a registry key to enable
classification and labeling. Once Nitro PDF Pro is installed and activated on workstations, follow these

steps:
1. Open the Windows Registry Editor. (Nitro PDF Pro must be closed.)
2. Navigate to: HKEY LOCAL MACHINE\SOFTWARE\Nitro\PDF Pro\l4\settings\.
3. Add or change the value of the following key:

“MSAzureLabelingEnabled”=dword: 00000001

The following steps are required to add Nitro Pro to the Azure tenancy to allow the Azure Administrator to
grant Admin consent for this application.

1. Launch Nitro PDF Pro on a reference T v
workstation.
B® Microsoft
2. Wait for the Single Sign-on (SSO) dialogue to
appear, then log in as the Azure Administrator. Permissions requested
Nitro Pro
NOTE: If the Windows user account does not . \pp inf
have an associated email, Nitro PDF Pro will This application is not published by Microsoft or your
prompt to enter an email before showing the organization.
SSO dialogue. This app would like 1o

3. After logging in, Nitro PDF Pro will display a
prompt to accept User Consent. (Ensure the
account being used has Admin level privileges.) L] s
Accept the consent on behalf of your st
organization.

4. Nitro PDF Pro is now successfully logged in to Cancel Accept
Azure.
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Grant Admin Consent

To grant Admin consent in Azure, follow these steps:

1.

10.

7.6.3

Sign in to the Azure portal as a Global Administrator,
Application Administrator, or Cloud Application
Administrator.

Go to Manage Azure Active Directory, then Enterprise
applications on the left-hand panel.

Click on Nitro PDF Pro from the list of applications.
From the left-hand panel, click Properties.

Ensure that the Application ID is a98220£5-06d3-
4bc5-9520-c7454eb24460.

Ensure that Enabled for users to sign in? is set to Yes.
On the left-hand panel, select Permissions.
Click Grant Admin consent for <your_tenant_name>.

Log in as the Azure Administrator. (You may be
prompted to log in twice.)

After successful login, the consent dialogue will appear.
Click Accept to add Admin consent for Nitro PDF Pro.

Supported Features

: Microsoft

Permissions requested
Review for your organization

- Nitro Pro
Ecoinfd

This application is not published by Microsoft or
your organization.

Cancel Accept

Access to AlP-protected documents: Users can work with AlP-protected PDF documents in Nitro

Pro, depending on the document permissions.

Notification for documents classified with Sensitivity label: When a user opens a classified
document or applies a Sensitivity label, Nitro PDF Pro shows a notification with the label name,

indicating that the document is classified and will be tracked.

Access to labels: Nitro PDF Pro displays labels associated with the current user’s policy, as defined

by the Azure admin.

Classify a PDF document: Users can apply a Sensitivity label to an unprotected PDF document. If

the label includes protection, the document will be encrypted.

Protect a PDF document: Users can apply custom protection to a document by using a label with

specific permissions and recipients.

Automatically apply Sensitivity labels: Nitro PDF Pro follows policy rules published to the user, such
as providing justification for removing or downgrading classification, applying default labels to new
or existing unprotected documents, and requesting a label application before saving an

unprotected document.
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8 Contacting Nitro Support

If you encounter any issues or have questions, our support team is available 24-hours a day, 365 days
a year. Our team of technical support engineers provide round-the-clock deployment and activation
assistance.

To contact Nitro Support: Submit a Su pport Ticket

In order to provide you with the best support possible,
we need to learn a little about you.

1. Go to https://www.gonitro.com/support/ticket.

2. Enter your name and work email address. Get started by filling out some initial information below.

Submit a Support Ticket | |

In order to provide you with the best support possible,
we need to learn a little about you. l I

Welcome!
Please fill out the remaining information below:

e 3. Describe the issue you are experiencing. For
S deployment issues, please detail your
deployment method and any anti-virus software
used that could be interfering with installation.

4. Select your Nitro PDF Pro version (PDF Pro 14,
PDF Pro 13, PDF Pro 12 or earlier)

5. Select your operating system from the
dropdown.

6. Please include a screenshot of the issue or error
message, if applicable.

You will receive an automated email with your
support case reference number and a Nitro Support
Engineer will respond promptly by email.

For general support related to product usage and functionality, Nitro has a full suite of self-help resources,
including videos, user guides, knowledge base articles, and community forum.

o User Guide: Get step-by-step instructions for using Nitro PDF Pro with our comprehensive Nitro PDF
Pro User Guide.

e Video Library: Choose from a collection of short videos to learn how to use core features in Nitro
PDF Pro.

¢ Knowledge Base: Get on-demand answers to your product-related questions across hundreds of
knowledge base articles.

¢ Nitro Knowledge Assistant: Use our chat tool for an improved search experience and quick and
accurate results across our extensive knowledge base.
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